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Abstract:

Bluetooth is a standard for short range low power, low cost promising local area wireless technology designed to establish both personal area networks (PAN) and multihop ad hoc networks. The nature of ad hoc networks is dynamically changing and they have a fully decentralized topology. Hence, security is hard to achieve due to the dynamic nature of the relationships between the participating nodes as well as the vulnerabilities and limitations of the wireless transmissions medium. We proposed an attack detection system that uses knowledge-based intrusion detection techniques to detect active attacks that an adversary can perform against the routing fabric of mobile ad hoc networks. Moreover, the system is designed to take countermeasures to minimize the effectiveness of an attack and keep the performance of the network within acceptable limits. The novelty of the system lies in the usage of timed finite state machines that enable the real-time detection of active attacks. Although the idea of intrusion detection with the use of finite state machines has certain limitations but it resembles highly with real time behavior of ad-hoc networks.
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I. Introduction

In the recent years, wireless technology has enjoyed a tremendous rise in popularity and usage, thus opening new fields of applications in the domain of networking. One of the most important of these fields concerns mobile ad hoc networks (MANETs), where the participating nodes do not rely on any existing network infrastructure. A mobile ad hoc network is a collection of wireless nodes that can be rapidly deployed as a multi-hop packet radio network without the aid of any existing network infrastructure or centralized administration. Therefore, the interconnections between nodes are capable of changing on continual and arbitrary basis. Nodes within each other's radio range communicate directly via wireless links, while those that are further apart use other nodes as relays [1]. 

A mobile ad hoc network is a collection of wireless nodes that can dynamically be set up anywhere and anytime without using any pre-existing network infrastructure. It is an autonomous system in which mobile hosts connected by wireless links are free to move randomly and often act as routers at the same time.

Ad hoc On-demand Distance Vector Routing (AODV) is an improvement on the DSDV algorithm. AODV minimizes the number of broadcasts by creating routes on-demand as opposed to DSDV that maintains the list of all the routes. To find a path to the destination, the source broadcasts a route request packet. The neighbors in turn broadcast the packet to their neighbors till it reaches an intermediate node that has recent route information about the destination or till it reaches the destination. A node discards a route request packet that it has already seen. The route request packet uses sequence numbers to ensure that the routes are loop free and to make sure that if the intermediate nodes reply to route requests, they reply with the latest information only. When a node forwards a route request packet to its neighbors, it also records in its tables the node from which the first copy of the request came. This information is used to construct the reverse path for the route reply packet. AODV uses only symmetric links because the route reply packet follows the reverse path of route request packet. As the route reply packet traverses back to the source, the nodes along the path enter the forward route into their tables. If the source moves then it can reinitiate route discovery to the destination. If one of the intermediate nodes move then the moved nodes neighbor realizes the link failure and sends a link failure notification to its upstream neighbors and so on till it reaches the source upon which the source can reinitiate route discovery if needed [2, 4, and 5].

Routing protocols extend connectivity from neighboring 1-hops nodes to all other nodes in MANET. The connectivity between mobile hosts over a potentially multi-hop wireless link strongly relies on cooperative reactions among all network nodes. 
A variety of attacks targeting the network layer have been identified and heavily studied in research papers. By attacking the routing protocols, attackers can absorb network traffic, inject themselves into the path between the source and destination, and thus control the network traffic flow a malicious node can inject itself into the routing path between sender and receiver.

We proposed an attack detection system that uses knowledge-based intrusion detection techniques to detect active attacks that an adversary can perform against the routing fabric of mobile ad hoc networks. Moreover, the system is designed to take countermeasures to minimize the effectiveness of an attack and keep the performance of the network within acceptable limits. The novelty of the system lies in the usage of timed finite state machines that enable the real-time detection of active attacks [3, 6].

II Attacks in AODV

Dropping Routing Traffic Attack 

Mobile nodes due to limited battery life and limited processing capabilities may decide not to participate in the routing process in order to conserve energy. Thus, a malicious node upon receiving a routing packet that is not destined for itself or it was not initiated by it deliberately drops it. The node by acting selfishly conserves energy but it may also cause network segmentation. If the some of the participating nodes are only connected with the malicious node then they become unreachable and isolated from the rest of the network. 

Resource Consumption Attack 

In this attack the malicious node attempts to consume both the network and node resources by generating and sending frequent unnecessary routing traffic. This routing traffic can only be RREQ and RERR packets since all false RREP are automatically discarded by the specification of the AODV protocol. The goal of this attack is to flood the network with false routing packets to consume all the available network bandwidth with irrelevant traffic and to consume energy and processing power from the nodes. 

II.1 ID Attack

Distinguishing feature of AODV is its use of a destination sequence number for each route entry.  The destination sequence number is created by the destination to be included along with any route information it sends to requesting nodes.  Using destination sequence numbers ensures loop freedom and is simple to program. Given the choice between two routes to a destination, a requesting node is required to select the one with the greatest sequence number.

 Every route table entry at every node MUST include the latest information available about the sequence number for the IP address of the destination node for which the route table entry is maintained. This sequence number is called the "destination sequence number". It is updated whenever a node receives new (i.e., not stale) information about the sequence number from RREQ, RREP, or RERR messages that may be received related to that destination. AODV depends on each node in the network to own and maintain its destination sequence number to guarantee the loop-freedom of all routes towards that node. 

A destination node increments its own sequence number in two circumstances: 

- Immediately before a node originates a route discovery, it MUST increment its own sequence number. This prevents conflicts with previously established reverse routes towards the originator of a RREQ. 

- Immediately before a destination node originates a RREP in response to a RREQ, it MUST update its own sequence number to the maximum of its current sequence number and the destination sequence number in the RREQ packet.

AODV Sequence Number Attack

In order to test the RIDAN intrusion detection component we selected three attacks that have significant impact on network performance degradation when they are actively performed. Only one of these attacks is specific to the AODV routing protocol, while the other two can be applied to any routing protocol. The three attacks are described in detail in the following sections. 

Sequence Number Attack 
Protocols such as AODV and DSDV create and maintain routes by assigning monotonically increasing sequence numbers to routes towards specific destinations. Since the freshness of a route is determined from the destination’s sequence number and of course fresher routes are preferable, a malicious node can redirect and inject false routing information to the network. The malicious node can perform the black hole attack by inserting itself into the active route. 

[image: image1.emf]
Figure -Example of the sequence number attack
In figure the source node initiates a route discovery process directed to the destination node by sending a RREQ packet. When the malicious node receives the RREQ even if it does not have a fresh enough routes in its routing table it creates a RREP with forged information about the sequence number and the next hop. In order for the false information to be favored the malicious node puts a high sequence number to the destination sequence number field. If the RREP from the malicious node is received before the one from the legitimate source node then it manages to put itself in the route and it can intercept the routing packets or perform a black hole attack. Even if the malicious RREP does not reach the source node first it will eventually reach it and because the destination sequence number will be greater the original route will be replaced by the forged route. The strength of this attack is that the forged route will be propagated from the legitimate nodes as well since they can reply to future RREQs with the false entries that exist in their routing tables. Thus, the false routing information will propagate to other nodes without the intervention of the malicious node. 

III Algorithm to implement Sequence Number Attack

void recvRequest (Packet)

{

extract the header of the packet;

drop the packet if

{
I am the source;

or if I have recently heard of this request;

}

cache the broadcast ID;

add the reverse route;

if I am the destination of this route discovery

{
increment sequence number;

send reply with hop count one;

   }

if I have a fresh enough route to the destination

{
reply with the appropriate information from my routing table;

   }

else

{ 
forward the route request;
}

}

void recvRequest (Packet)

{

extract the header of the packet;

drop the packet if

{
I am the source;

or if I have recently heard of this request;

}

cache the broadcast ID;

add the reverse route;

if I am the destination of this route discovery

{
increment sequence number;

send reply with hop count one;

   }

else

{

add to the sequence number a random number;

fill the rest fields of the packet as if I am the destination of this route request;

send reply ;}

}
Results
Packet Delivery Ratio (%) Vs Max No. of Connections:
Following is the graph plotted forpacket delivery ratio(%) vs maximum number of connections. Active connections varies from 5 to 30. Scenarios G to L, at 15 m/s of node speed, are plotted for AODV under sequence number attack, AODV with detection module and normal AODV.

[image: image2.emf]Packet Delivery Ratio Vs No. of Connections

0

10

20

30

40

50

60

70

80

90

5 10 15 20 25 30

No. of Connections

Packet Delivery Ratio (%)

AODV-ATTACK

AODV-DETECT

AODV-NORMAL


Packet Delivery Ratio (%) Vs No. of Connections

A general observation shows that AODV achieves good delivery ratio between 5 to 20 active connections and when the number of active connections increased to 30, there is a slight decrease. The sequence number attack performed against the normal AODV has a very big impact in the delivery ratio decreasing it by 60 % compared to the normal AODV. The detection module component manages to keep the delivery ratio around 60% having a significant improvement of 20-25% over AODV under attack. 

End-to-end delay (sec) Vs Max Node Speed (m/s)

Following is the graph plotted for end-to-end delay (sec) vs maximum node speed (m/s).  Node speed varies from 5 m/s to 30 m/s. Scenarios at 15 connections, are plotted for AODV under sequence number attack, AODV with detection module and normal AODV.
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It can be observed from the graph that the end-to-end delay of AODV is almost close to zero. This can be due to sources are close to destinations in simulations. End-to-end delay in AODV under attack is high because the adversary node waits before sending route reply packet. This waiting time is random with a maximum equal to the time taken by a packet to travel through network diameter as the adversary gives an impression that the packet traveled to the actual node. This affects the end-to-end delay, especially for packets whose destinations are quite close to source nodes. Thus, end-to-end delay shows random pattern for AODV under attack ranging from 0.2 to 1.6. AODV under detection restores back the end-to-end delay similar to normal AODV.

Conclusion and future work

The implementation of Sequence Number Attack and its Detection for wireless ad hoc networks provides real-time behavior with the use of timed finite state machines. Although the idea of intrusion detection with the use of finite state machines has certain limitations but it resembles highly with real time behavior of ad-hoc networks.

The attack module decreases packet delivery ratio to around 30% as compared to normal AODV, increases end-to-end delay 10 times higher than normal AODV for close destinations and decreases the total number of packets forwarded by 1/18 of normal AODV.

The detection module increases packet delivery ratio to around 20% as compared to AODV under attack, decreases end-to-end delay comparable to normal AODV and increases the total number of packets forwarded to 9 times higher than AODV under attack.

The challenges that were faced during the design and the development of the system were many. Despite the fact that there are many research papers that claim to have implemented similar active attacks using the network simulator, the information available in the papers and on the Internet is minimal. This raises suspicion on whether or not they have implemented these attacks correctly. Additionally, the network simulator and the CMU extensions for ad hoc networks that include the AODV were not flexible in usage and in modification. For that reason the malicious behaviors and its detection were implemented with rogue routing agents and many modifications in the internal files of the network simulator had to be made. Furthermore, the patterns that denote a specific malicious behavior had to be first proven theoretically to decide whether it is feasible to design traffic patterns that can uniquely identify a specific malicious behavior. This proved to be harder than it first appeared to be since it was proven that some attacks that involve node impersonation (a node uses another node’s address to perform an attack) could not be identified without the use of a cryptographic mechanism.

In future work we are planning to implement

· The whole system can be further extended to provide security from more active attacks that a malicious node can perform against the routing protocol.

· The Sequence number attack and detect system could be extended to operate for proactive routing protocols like DSDV. The main architecture and the high-level components of the system will remain the same, the only things that should change are the patterns that signify the attacks, and of course, the threshold values should be modified to mach the implementation of the underlying protocol.

.
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