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Abstract - It is well known that now a day’s more and more people are publishing papers, books, videos and photographs on the internet. The numerous properties of digital media have made copyrights violations easy. The simple replication and transmission as well as file sharing are just some examples. To overcome that the proposed technique is imperceptible watermarking algorithm using spatial domain block LSB (Least Significant Bit) scheme for color image authentication. Digital Watermarking is the process that embeds data called a watermark into a multimedia object such that watermark can be detected or extracted later to make an assertion about the object. The blue channel of the color image has been used for watermark embedding. The host image is simply divided into some blocks and encrypts with the symmetric key then embeds the color watermark image of all blocks using 2 bit and 1 bit LSB schemes and perceptually it is entirely invisible to Human Visual System. Blind probability based watermark extraction is performed with the help of watermarked image. This framework ensures that the extracted watermark remains intact, quality is improved and security issues are performed using a secret key. This is a watermarking approach where the host image and watermark image both are the color images.
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I. INTRODUCTION
Digital Watermarking describes methods and technologies that hide information, for example a number or text, in digital media, such as images, video or audio. [1], [6], [7], [11], [12] The embedding takes place by manipulating the content of the digital data, which means the information is not embedded in the frame around the data. The hiding process has to be such that the modifications of the media are imperceptible. [7], [12], [15], [16] For images this means that the modifications of the pixel values have to be invisible. [7], [13], [14] Furthermore, the watermark must be either robust or fragile, depending on the application. By "robust" [9], [13], [17] we mean the capability of the watermark to resist manipulations of the media, such as lossy compression (where compressing data and then decompressing it retrieves data that may well be different from the original, but is close enough to be useful in some way) [7], [8] scaling, and cropping, just to enumerate some. In some cases the watermark may need to be fragile. "Fragile" means that the watermark should not resist tampering, or would resist only up to a certain, predetermined extent. 

Digital Watermarking System Model:

Digital watermarking is similar to watermarking physical objects except that the watermarking technique is used for digital content instead of physical objects. In digital watermarking a low-energy signal is imperceptibly embedded in another signal. The low-energy signal is called watermark and it depicts some metadata, like security or rights information about the main signal. The main signal in which the watermark is embedded is referred to as cover signal since it covers the watermark. The cover signal is generally a still image, audio clip, video sequence or a text document in digital format. [7], [12], [16]
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Figure1: Digital Watermarking System Model

The digital watermarking system essentially consists of a watermark embedder and a watermark detector. The watermark embedder inserts a watermark onto the cover signal and the watermark detector detects the presence of watermark signal. Note that an entity called watermark key is used during the process of embedding and detecting watermarks. The watermark key has a one-to-one correspondence with watermark signal (i.e., a unique watermark key exists for every watermark signal). The watermark key is private and known to only authorized parties and it ensures that only authorized parties can detect the watermark. Further, note that the communication channel can be noisy and hostile (i.e., prone to security attacks) and hence the digital watermarking techniques should be resilient to both noise and security attacks. [2], [10], [12], [15]

Classification of Digital Watermarking:

Digital Watermarking techniques can be classified in a number of ways depending on different parameters. Various types of watermarking techniques are enlisted below. 

• Robust & Fragile Watermarking: Robust watermarking is a technique in which modification to the watermarked content will not affect the watermark. As opposed to this, fragile watermarking is a technique in which watermark gets destroyed when watermarked content is modified or tampered with.

• Visible & Transparent Watermarking: Visible watermarks are ones which are embedded in visual content in such a way that they are visible when the content is viewed. Transparent watermarks are imperceptible and they cannot be detected by just viewing the digital content.

Public & Private Watermarking: In public watermarking, users of the content are authorized to detect the watermark while in private watermarking the users are not authorized to detect the watermark.

• Asymmetric & Symmetric Watermarking: Asymmetric watermarking (also called asymmetric key watermarking) is a technique where different keys are used for embedding and detecting the watermark. In symmetric watermarking (or symmetric key watermarking) the same keys are used for embedding and detecting watermarks. [7], [12], [15]
Spatial Domain Techniques:

Spatial watermarks are constructed in the image spatial domain, and embedded directly into an image's pixel data. There are several techniques used in this domain. 

Probably one of the techniques used in the spatial domain is the LSB modification. This method encodes a signal in the least significant bits. The invisibility of the watermark is achieved on the assumption that the LSB data are visually insignificant. There are two ways of doing an LSB modification: Watermarking methods based on modifying the least significant bit(s) of a cover signal can be applied to every media type robust to bit modifications. Usually the LSB of a media (e.g. sample or pixel) can be changed without degrading the perceived quality. Additional gate functions can be applied to ensure a high transparency by allowing the usage of least significant bits only in those parts of the cover signal where the overall energy is high. This operation can be repeated for each sample or pixel, enabling a very high capacity. The watermark, however, was not robust to additive noise. [3], [6], [8], [17]

Block based Proposed partitioning both host and binary watermark Image into blocks, setting LSB’s of each image block to zero, applying hash function (MD5) to image block. The watermark image block is Ex-ORed with the output of the hash function and output is inserted into the LSB of the image block to form watermarked image block. For extraction reverse steps are followed. Scheme is reported to detect and report any changes to the image. [10], [14]

• Imperceptibility: The embedded watermarks are imperceptible both perceptually as well as statistically and do not alter the aesthetics of the multimedia content that is watermarked. The watermarks do not create visible artifacts in still images, alter the bitrate of video or introduce audible frequencies in audio signals.

• Robustness: Depending on the application, the digital watermarking technique can support different levels of robustness against changes made to the watermarked content. If digital watermarking is used for ownership identification, then the watermark has to be robust against any modifications. The watermarks should not get degraded or destroyed as a result of unintentional or malicious signal and geometric distortions like analog-to digital conversion, digital-to-analog conversion, cropping, resampling, rotation, dithering, quantization, scaling and compression of the content. On the other hand, if digital watermarking is used for content authentication, the watermarks should be fragile, i.e., the watermarks should get destroyed whenever the content is modified so that any modification to content can be detected. [6], [8], [13], [15], [16], [18]

• Security: The digital watermarking techniques prevent unauthorized users from detecting and modifying the watermark embedded in the cover signal. Watermark keys ensure that only authorized users are able to detect/modify the watermark.

• Capacity: corresponds to the amount of information which can be carried in the image by the watermarking process.

II. PROBLEM FORMULATION

Since LSB scheme is not robust.

In this proposal, first the image is divided into some blocks and then the LSB techniques are applied in each block for achieving a Semi-fragile or Robust color image watermarking. 

Objective:

It is an invisible approach for insertion - extraction of a digital watermark, a color watermark image into a color host image. Here spatial domain 2 bit and 1 bit LSB and Block Schemes are used. The host image is simply divided into some blocks and the watermark image is embedded at LSB to different position of all such blocks and perceptually it is entirely invisible to Human Visual System. 

III. PROPOSED WATERMARKING METHODS EMBEDDING ALGORITHM
This is pioneering the technology which can embed a color watermark image in a color host image.

With contrast to the previous one, a major improvement is being made in this paper. Our already proposed framework will extract two LSB's of 'Blue(B)' value from each pixel of individual tiles of host image using a secret key and  a hash function. Instead of embedding the watermark image at two LSB's of 'Blue'(B) value of each pixel of individual tiles, here we've taken only the LSB of 'Blue'(B) value of each pixel of individual tiles of host image. As 'Blue' is less sensitive to Human Visual System (HVS), we are only manipulating the 'Blue' value. The 'Red' value and 'Green' value of color host image are getting unchanged. The comparative study of the algorithms for 2-bit scheme and 1-bit scheme is reported below.

According to our proposed frame work minimum no. of host image block multiplied by no. of bit embedded should be equal to the bit size of RGB. If the size of host image is not sufficient for 1-bit scheme, we can easily apply 2-bit scheme because PSNR value for 2-bit scheme is also very good. 

A.  Algorithm for Embedding Watermark using 2-bit Scheme

This will embed the watermark image in twelve equal blocks of host image. Each block is of equal size of watermark image.

[insert_color_watermark_2bit]

Input: Color host image (Io), Watermark image (Iw), Secret Key (K) 

Output: Watermark embedded image (Iow)

* Consider 12 equal blocks (Ioi (i=0-11)) of Io, such that each block is equal to size of Iw.

* For all i=0 to 11 repeat Step 3 to Step 8.

* Replace two LSB of B value for each pixel of Ioi by zero and get Xoi.

* Pass Xoi along with secret key through hash function to obtain a hash output Hoi.

* Extract two bit of each pixel from Iw and obtain Aw.

* Make XOR between Hoi and Aw to produce Xxori.

* Replace two LSB of B value for each pixel of Ioi by Xxori.

* Get the watermarked image block Iowi.

* Replace 12 equal blocks (Ioi (i=0-11)) of Io by 12 watermarked image blocks (Iowi(i=0-11)) and Get the watermark embedded image Iow.

B.  Algorithm for Embedding Watermark using 1-bit Scheme 

Let the color host image be 'Y'. A color watermark 'A' will be inserted in it and again will be extracted from it for authentication. The color host image is divided into twenty four equal blocks (Yi), where each block size is same with color watermark 'A'. In the following discussion, we concentrate on inserting and extracting some bit information of color watermark 'A' into the corresponding color host image block Yi and form watermark embedded image block Wi.

[insert_color_watermark_1bit]

Input: Color host image block (Yi), Watermark image (A), Secret key (K).

O/p: Watermark embedded image block (Wi)

* Yip = get_pixel_info (Yi).

* Li = onebit_to_zero (Yip).

* Hi = hash_to_generate_mesg_digest (Li, K)

* Ai = extract_onebit (A).

* Xi = compute_XOR (Hi, Ai).

* Wi = replace (Yip, Xi).

Function Definitions:

getpixel_info (Yi): This function will bring the binary information of blue value of a pixel of host image block (Yi) that forms Yip.

onebit_to_zero (Yip): This function will convert the LSB of the binary values of Yip to zero to form Li.

hash_to_generate_mesg_digest (Li, K): This function will generate the message digest (Hi) depending on the value of Li and a 16-bit secret key K.

extract_one_bit (A): This function will extract LSB of each pixel of watermark image (A) that forms Ai.

compute_XOR (Hi, Ai): This function will perform XOR operation between Hi and Ai to form Xi.

replace (Yip, Xi): This function will replace the LSB of

Yip with the value Xi which we got by XORing Hi and Ai to form Wi.

C. Execution of Algorithm for Embedding Watermark using 1-bit Scheme:

For example we are taking a block (Yi) of size 4X4 of image TAU.tiff as our host image and LOGO.png as our watermark image (A). 16-bit secret key (k) is also defined. Now we are stepping forward as per our proposed algorithm for embedding watermark.

Input:

Host Image block:


	Yi=
	155$153$154
	153$153$153
	154$154$154
	156$158$157

	
	155$153$154
	154$154$154
	155$155$155
	156$158$157

	
	153$151$152
	154$154$154
	156$156$156
	156$158$157

	
	152$150$151
	154$154$154
	157$157$157
	156$158$157


Watermark Image block:


	A=
	172$197$168
	154$183$153
	146$180$145
	144$178$143

	
	155$186$155
	142$173$141
	137$171$134
	139$171$134

	
	144$180$144
	137$171$134
	141$173$134
	140$170$132

	
	145$179$142
	141$173$134
	141$172$131
	138$169$128


Secret Key:



K = 1111 0000 1010 1100

* The binary information of blue value of a pixel of Yi is given by Yip.


	Yip=
	10011010
	10011001
	10011010
	10011101

	
	10011010
	10011010
	10011011
	10011101

	
	10011000
	10011010
	10011100
	10011101

	
	10010111
	10011010
	10011101
	10011101


* The binary information of blue value of a pixel of A is given by Ab.


	Ab=
	10101000
	10011001
	10010001
	10001111

	
	10011011
	10001101
	10000110
	10000110

	
	10010000
	10000110
	10000110
	10000100

	
	10001110
	10000110
	10000011
	10000000


*The LSB of the binary values of Yip is converted to zero to form Li.


	Li=
	10011010
	10011000
	10011010
	10011100

	
	10011010
	10011010
	10011010
	10011100

	
	10011000
	10011010
	10011100
	10011100

	
	10010110
	10011010
	10011100
	10011100


* Hi is generated depending on the value of Li and the 16-bit secret key (K).

	Hi =
	0
	1
	1
	0

	
	1
	0
	0
	1

	
	0
	1
	0
	1

	
	0
	0
	1
	0


*Ai formed by extracting LSB of blue value of each pixel of A.


	Ai  =
	0
	1
	1
	1

	
	1
	1
	0
	0

	
	0
	0
	0
	0

	
	0
	0
	1
	0


* Xi is formed by XORing Hi and Ai.


	Xi  =
	0
	0
	0
	1

	
	0
	1
	0
	1

	
	0
	1
	0
	1

	
	0
	0
	0
	0


* Wi is formed by replacing the LSB of Yip with X.


	Wi =
	10011010
	10011000
	10011010
	10011101

	
	10011010
	10011011
	10011010
	10011101

	
	10011000
	10011011
	10011100
	10011101

	
	10010110
	10011010
	10011100
	10011100


Fig. 2 shows the schematic diagram for embedding watermark to the host image. Where Yi is referred as host image block, A is referred as watermark image; Wi is referred as watermarked image block. Fig 3 shows how the prescribed technique is applied to the host image TAU.tiff
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Figure2: Schematic Diagram for Embedding Watermark
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Figure3: Scheme Applied on TAU.tiff

D. Algorithm for Extracting Watermark using 2-bit Scheme

[extract_color_watermark_2bit]

Input: Watermarked image (Iow), Secret Key (K) 

Output: Extracted Watermark image (Iw)

* Consider 12 equal blocks (Iowi (i=0-11)) of Iow, such that each block is equal to size of Iw. (the size of Iw is stored at secret key)

* For all i=0 to 11 repeat Step 3 to Step 7.

* Replace two LSB of B value for each pixel of Iowi by zero and get X’oi.

* Pass X’oi along with secret key through hash function to obtain a hash output H’oi.

* Retrieve two LSB bit of B value of each pixel of Iowi blocks and obtain Y’owi.

* Make XOR between H’oi and Y’owi to produce X’xori.

* Get the extracted watermark image block I’owi.

* from 12 extracted watermark image block I’owi(i=0-11), we get the  extracted watermark image I’w.

E.  Algorithm for Extracting Watermark using 1-bit Scheme

 [extract_color_watermark_1bit]

Input: watermark embedded image block (Wi), Secret key (K).

Output: Extracted watermark image block (A’i)

* L’i = onebit_to_zero (Wi).

* H’i = hash_to_generate_msg_digest (L’i, K)

* Ri = retrive (Wi).

* A’i = compute_XOR (H’i, Ri).

Function Definitions:

onebit_to_zero (Wi): This function will convert the LSB of the binary values of Wi to zero to form L’i.

hash_to_generate_msg_digest (L’i, K): This function will generate the message digest (H’i) depending on the value of L’i and a 16-bit secret key K.

retrieve (Wi): This function will retrieve LSB of Blue value of each pixel of watermarked image (Wi) that forms Ri.

compute_XOR (H’i, Ri): This function will perform XOR operation between H’i and Ri to form A’i.

F. Execution of Algorithm for Extracting Watermark using 1-bit Scheme:

Input:

Watermarked Image block:


	Wi =
	10011010
	10011000
	10011010
	10011101

	
	10011010
	10011011
	10011010
	10011101

	
	10011000
	10011011
	10011100
	10011101

	
	10010110
	10011010
	10011100
	10011100


Secret Key:



K = 1111 0000 1010 1100

* The LSB of the binary values of Wi is converted to zero to form L’i.


	L’i =
	10011010
	10011000
	10011010
	10011100

	
	10011010
	10011010
	10011010
	10011100

	
	10011000
	10011010
	10011100
	10011100

	
	10010110
	10011010
	10011100
	10011100


* H’i is generated depending on the value of L’i and the 16-bit secret key (K).


	H’i =
	0
	1
	1
	0

	
	1
	0
	0
	1

	
	0
	1
	0
	1

	
	0
	0
	1
	0


*Ri formed by extracting LSB of blue value of each pixel of Wi.


	Ri =
	0
	0
	0
	1

	
	0
	1
	0
	1

	
	0
	1
	0
	1

	
	0
	0
	0
	0


* A’i is formed by XORing H’i and Ri.


	A’i =
	0
	1
	1
	1

	
	1
	1
	0
	0

	
	0
	0
	0
	0

	
	0
	0
	1
	0


Observation: 


We can easily see that A’i = Ai.                So our watermark image is retained intact after extraction.

Fig.4 shows the schematic diagram for extracting watermark image from watermarked image. Where Wi is referred as watermarked image block, A’i is referred as extracted watermark image block. 
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Figure 4: Schematic Diagram of Extracting Watermark

To measure the quality of watermarking images compared with the original image. A common measure used of the quality of a watermarked image, the Mean square error (MSE) and Peak signal to noise ratio (PSNR) is typically used.
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IV. CONCLUSION

In this proposed scheme the host image and watermark image are color images and it is operated in spatial domain by embedding the watermark image into the tiled of the host image. We have used blind extraction methods for watermark extraction. We ensure the extracted watermark remains intact. Security issue is assured with a secret key and a hash function.

REFERENCES

[1]. Bhupendra Verma, Sanjeev Jain, D.P.Agarwal and Amit Phadikar, (2006) “A New Color Image Watermarking Scheme,” InfoComp, Journal of Computer Science, Vol. 5, No. 2, Page No 37-42.

[2]. Christine I. Podilchuk and Wenjun Zeng (1998), “Image-Adaptive Watermarking Using Visual Models,” Proceedings of IEEE Journal on Selected Areas in Communications, Vol. 16, No. 4, Page No 525-539.

[3]. Christophe De Vleeschouwer, Jean-Francois Delaigle, and Benoit Macq (2002), “Invisibility and Application Functionalities in Perceptual Watermarking-An Overview,” Proceedings of the IEEE, Vol. 90, No. 1, Page No 64-77.

[4]. Chi-Kwong Chan and L.M. Cheng (2004), “Hiding Data in Images by Simple LSB Substitution,” The Journal Pattern Recognition Society Publications, PP 469-474.

[5]. Duane Hanselman, Bruce Littlefield (2007) “Mastering MATLAB 7,” Pearson Education.

[6]. Ibrahim Nasir, Ying Weng, Jianmin Jiang, (2007) “A New Robust Watermarking Scheme for Color Image in Spatial Domain,” IEEE International Conference on Signal-Image Technology & Internet-Based Systems, Vol. 1,  Page No 88-92.

[7]. J. Cox and M. L. Miller (2001), “Electronic watermarking: The First 50 Years,” IEEE Fourth Workshop on Multimedia Signal Processing, Page No 225 - 230.

[8]. Liu Jun and Liu Lizhi (2008), “An Improved Watermarking Detect Algorithm for Color Image in Spatial Domain,” IEEE 2008 International Seminar on Future Bio-Medical Information Engineering, Page No. 95-99.

[9]. Mehemed Bashir Aliwa, Tarek El-Ahmady El-Tobely, Mahmood M. Fahmy, Mohamed EL Said Nasr and Mohamed Hashem Abd El-Aziz (2009), “Robust Digital Watermarking Based Falling-off-Boundary in Corners Board-MSB-6 Gray Scale Images,” IJCSNS International Journal of Computer Science and Network Security, VOL.9 No.8, Page No 227-240.

[10]. Ping Wah Wong and Nasir Memon (2001) “Secret and Public Key Image Watermarking Schemes for Image Authentication and Ownership Verification,” IEEE Transactions on Image Processing, Vol. 10, PP 1593-1601.

[11]. Rafael C.Gonzalez, Richard E. Woods, Steven L. Eddin (2006) “Digital Image Processing Using MATLAB,” Electronics Industry Publishing House.

[12]. Sabu M Thampi, (2004) “Information Hiding Techniques: A Tutorial Review,” ISTE-STTP on Network Security & Cryptography, LBSCE.

[13]. Santi Prasad Maity and Malay Kumar Kundu (2002), ''Robust and Blind Spatial Watermarking in Digital Image,” Proceedings of the Third Indian Conference on Computer Vision, Graphics & Image Processing, Page No 1-6.

[14].  Saraju P. Mohanty, Bharat K. Bhargava (2008), “Invisible watermarking based on creation and robust insertion-extraction of image adaptive watermarks,” ACM Transactions on Multimedia Computing, Communications and Applications, Volume 5, Issue 2, Page No 1-22.

[15].  Saraju P. Mohanty (1999), “Digital watermarking: A Tutorial Review,”  University of South Florida, Tampa, FL 33620, Page No 1-24.

[16]. Soumik Das, Pradosh Bandyopadhyay, Shauvik Paul, Arindam Sinha Ray and Dr. M. Banerjee, (2009), “A New Introduction towards Invisible Image Watermarking on Color Image,” IEEE International Advance Computing Conference, India, Page No. 1224-1229.

[17]. Soumik Das, Pradosh Bandyopadhyay, Shauvik Paul, Arindam Sinha Ray and Dr. M. Banerjee, (2009) “Pioneering the Technique for Invisible Image Watermarking on Color Image,” International Journal of Recent Trends in Engineering, Vol. 1, No. 1, Academy Publishers, PP 508-511.

[18]. S.Kimpan, A. Lasakul, and Keattisak Sripimanwat (2004), "Adaptive Watermarking in Spatial Domain," IEEE International Symposium on Communications and Information Technology, Vol. 1, PP 374-377.



















































































































