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Abstract—Security is the degree of protection against danger, loss, and criminals. Security is critical to a wide range of wireless data applications and services. While several security mechanisms and protocols have been developed in the context of the wired Internet, many new challenges arise due to the unique characteristics of battery powered embedded systems. In this work, we focus on an important constraint of such devices – battery life – and examine how it is impacted by the use of security protocols. We investigate the impact of various parameters at the protocol level (such as cipher suites, authentication mechanisms, and transaction sizes, etc.) and the cryptographic algorithm level (cipher modes, strength) on the overall energy consumption for secure data transactions. We also discuss various opportunities for realizing energy-efficient implementations of security protocols. We believe such investigations to be an important first step toward addressing the challenges of energy-efficient security for battery-constrained systems.
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I. Introduction

    Security is a form of protection where a separation is created between the assets and the threat. This includes but is not limited to the elimination of either the asset or the threat. In order to be secure, either the asset is physically removed from the threat or the threat is physically removed from the asset. Today, an increasing number of battery-powered embedded systems – PDAs, cell phones, networked sensors, and smart cards, to name a few – are used to store, access, manipulate, or communicate sensitive data, making security an important issue. Security[1],[2] concerns in such systems range from user identification, to secure information storage, secure software execution, and secure communications. Most battery-powered systems contain wireless communication capabilities for untethered operation, introducing new security concerns due to the public nature of the physical communication medium or channel

With the evolution of the Internet, network and communications security has gained significant attention. Secure communication across wired and wireless networks is typically achieved by employing security protocols at various layers of the network protocol stack,e.g., WEP at the link layer, IPSec  at the network layer, TLS/SSL  and WTLS  at the transport layer, SET at the application layer, etc.). The building blocks of a security protocol are cryptographic algorithms [1],[2], which are selected based on the security objectives that are to be achieved by the protocol. They include asymmetric and symmetric encryption algorithms, which are used to provide authentication and privacy, as well as hash or message digest algorithms that are used to provide message integrity. While security protocols and the cryptographic algorithms they contain address security considerations from a functional perspective, many embedded systems are constrained by the environments they operate in and the resources they possess. For such systems, there are several challenges that need to be addressed in order to enable secure computing and communications. For battery-powered embedded systems, perhaps one of the foremost challenges is the mismatch between the energy and performance requirements [1],[2] of security processing,1 and the available battery and processor capabilities. Rapid increases in communication data rates and security levels required, together with slow increases in battery capacities, threaten to widen this “battery gap” to a point where it will impede the adoption of applications and services that require securityThis document is a template.
II. Problem Definition
The energy consumption of battery powered devices plays a vital role together with the efficiency of cryptographic algorithms like DES, AES and RSA.  The energy consumption [1], [2] of these algorithms are measured by loading their implementations through the device’s serial port, running them and measuring their power consumption[1],[2].In this work, the energy consumption is to be analyzed for both existing algorithms and a new one. A new algorithm will minimize the energy consumption [1],[2] compared to existing algorithms.
III.  EXPERIMENTAL SETUP
Figure 1 describes the experimental setup used to execute secure client-server interactions, and the test bed developed to quantify the energy consumption of the various constituent cryptographic algorithms.
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The energy consumption values for individual cryptographic algorithms are obtained by running their implementations on the client, and measuring the current drawn from the power supply. Figure 2 also shows the arrangement used for measuring the energy consumption of the cryptographic algorithms.

IV. PRELIMINARIES
In this section, we provide a brief overview of commonly employed security concepts and terminology [1], [2]. We begin by defining the widely used terms in the fields of cryptography and network security, and follow it by describing different kinds of protection measures, referred to as security objectives, desired in practical applications with a need for security. The concern for security in practice is addressed by choosing a security protocol, which achieves All the required security objectives. Security protocols realize the security objectives through the use of appropriate cryptographic algorithms. In the latter part of the section, we define the three classes into which all the cryptographic algorithms can be categorized based on their

characteristics, and conclude the section by illustrating the working of a widely used security protocol, SSL.
Basic Security Terminology

A message present in a clear form, which can be understood by any casual observer, is known as the plaintext. The encryption process converts the plaintext to a form that hides the meaning of the message from everyone except the valid communicating parties, and the result is known as the cipher text. Decryption is the inverse of encryption, i.e., the cipher text is mapped back to its corresponding plaintext. The processes of encryption and decryption are parameterized on a quantity known as the key, which is ideally known only to the legitimate communicating parties. Since the strength of a security scheme depends on the secrecy of the key(s) used, it is highly imperative that the communicating parties take utmost precaution to safeguard the keys belonging to them. A security protocol formally specifies a set of steps to be followed by two or more communicating parties, so that the mutually desired security objectives are satisfied. It is assumed that the parties involved have the means to execute the various steps of the security protocol. The term security an objective is often used to denote the security services or functionality required in a system or network to protect sensitive data and/or identity. 

The four main security objectives include: 

Confidentiality. This is the most popular requirement of security protocols, and it means that the secrecy of the data being exchanged by the communicating parties is maintained, i.e., no one other than the legitimate parties should know the content of the data being exchanged.

Authentication. It should be possible for the receiver of a message to ascertain its origin, i.e., to ensure that the sender of the message is who he claims to be, and the message was sent by him. This prevents a malicious entity from masquerading as someone else.

Integrity. It provides a means for the receiver of a message to verify that the message was not altered in transit. This is necessary to prevent a malicious entity from substituting a false message in the place of a legitimate one or to tamper with the original message.

Non-repudiation. The sender of a message should not be able to falsely deny later that he sent the message, and this fact should be verifiable independently by an independent third-party without knowing too much about the content of the disputed message(s). This feature has important applications in the E-commerce domain, where it is common for users to send online messages authorizing the intended recipients of the messages to perform important actions on their behalf. Security objectives thus provide trust, analogous to that present in face-to-face meetings, to the “faceless” interactions on the Web (or any data network). They are realized through the use of cryptographic algorithms (also referred to as cryptographic primitives), which are divided into three categories depending on their characteristics.

 These categories are:

Symmetric algorithms. These algorithms use the same key for encryption and decryption. They rely on the concepts of “confusion and diffusion” [9] to realize their cryptographic properties and are used

mainly for confidentiality purposes. 

Asymmetric algorithms. These algorithms use different keys, known as the public key and the private key, for encryption and decryption, respectively. They are constructed from the mathematical abstractions known as “trapdoor one-way functions,” which are based on computationally intractable number-theoretic problems like integer factorization,

discrete logarithm, etc. [9]. They are primarily used for 
authentication and nonrepudiation. . 
Data Encryption Standard (DES)
The Data Encryption Standard (DES) is a block cipher (a form of shared secret encryption) that was selected by the National Bureau of Standards as an official Federal Information Processing Standard (FIPS) for the United States in 1976 and which has subsequently enjoyed widespread use internationally. It is based on a symmetric-key algorithm that uses a 56-bit key. The algorithm was initially controversial with classified design elements, a relatively short key length, and suspicions about a National Security Agency (NSA) backdoor. 
DES consequently came under intense academic scrutiny which motivated the modern understanding of block ciphers and their cryptanalysis.DES is now considered to be insecure for many applications. This is chiefly due to the 56-bit key size being too small; in January, 1999, distributed.net and the Electronic Frontier Foundation collaborated to publicly break a DES key in 22 hours and 15 minutes. There are also some analytical results which demonstrate theoretical weaknesses in the cipher, although they are unfeasible to mount in practice. The algorithm is believed to be practically secure in the form of Triple DES, although there are theoretical attacks. In recent years, the cipher has been superseded by the Advanced Encryption Standard (AES).
RSA

In cryptography, RSA (which stands for Rivest, Shamir and Adleman who first publicly described it) is an algorithm for public-key cryptography[1]. It is the first algorithm known to be suitable for 

signature" 
signing
 as well as encryption, and was one of the first great advances in public key cryptography. RSA is widely used in electronic commerce protocols, and is believed to be secure given sufficiently long keys and the use of up-to-date implementations.

The RSA algorithm involves three steps: key generation, encryption and decryption.

Hash algorithms. These algorithms take a message of arbitrary length and output a fixed-length number (hash) representative of the message. Even a minor change in the original message can result in the computation of a different hash value. The algorithms can be made parameterizable on a key, in which case, they are referred to as “keyed hash algorithms.” They are used for verifying the integrity of the messages exchanged. 
Depending on the security objectives needed by a transaction among various parties and the constraints imposed by them, a security protocol is devised by composing a formal sequence of steps and deciding which algorithms should be used for carrying out each step.

Energy Analysis of Cryptographic Algorithms

We first analyse how the choice of a cryptographic algorithm for a given function can lead to varying levels of energy consumption The  energy consumption of these algorithms are measured by loading their implementations through the device’s serial port, running them and measuring their power consumption. 
In this work, the energy consumption is to be analyzed for both existing algorithms and a new one. A new algorithm will minimize the energy consumption compared to existing algorithms.
New Authentication Algorithm Based On Rabin Cryptosystem 
· Asymmetric cryptographic technique, whose security, like that of RSA, is related to the difficulty of factorization. 
Rabin cryptosystem - advantages
The Rabin cryptosystem is an asymmetric cryptographic technique, whose security, like that of RSA, is related to the difficulty of factorization. However the Rabin cryptosystem has the advantage that the problem on which it relies has been proved to be as hard as integer factorization, which is not currently known to be true of the RSA problem. 

The Rabin cryptosystem was the first asymmetric cryptosytem where recovering the entire plaintext from the ciphertext could be proven to be as hard as factoring.

Accessing and checking the authentication of a user is important for any types of network–based applications. Recently, more number of schemes is proposed. Still we do not have a scheme, which provides a high security. In this paper we propose a new authentication scheme using Rabin public–key cryptosystem.
Our scheme has two phases:
1. Key Generation Phase

2. Authentication Phase.
Key Generation

The system S creates a Key pair, by the following steps

Step1: Generates two large prime numbers p and q ,

Step2: Compute n=pq 
Step3: S ’s public key is n and S ’s private key is ( p, q) 
Authentication Phase

Step 1: Receives the login request C and checks the validity.

Step 2: with the help of Chinese remainder theorem, the four square roots m1, m2,m3 and m4 are calculated.

Step 3: Check the received C value for presence of anyone of m1, m2, m3 and m4. If the value of C is equal to any of the square root value, then accept the login request.

Step 4: Otherwise reject the request.

Step 5: The four square roots are in the set {0,...,n − 1}):

Step 6: One of these square roots is the original plaintext m

Evaluation of the algorithm

Effectiveness
If the plaintext is intended to represent a text message, guessing is not difficult. however, if the plaintext is intended to represent a numerical value, this issue becomes a problem that must be resolved by some kind of disambiguation scheme.
Efficiency
For encryption, a square modulo n must be calculated. This is more efficient than RSA, which requires the calculation of at least a cube.For decryption, the Chinese remainder theorem is applied, along with two modular exponentiations. Here the efficiency is comparable to RSA.

Security
The great advantage of the Rabin cryptosystem is that a random plaintext can be recovered entirely from the ciphertext only if the codebreaker is capable of efficiently factoring the public key n.It has been proven that decoding the Rabin cryptosystem is equivalent to the integer factorization problem, which is rather different than for RSA. Thus the Rabin system is 'more secure' in this sense than is RSA, and will remain so until a general solution for the factorization problem is discovered, or until the RSA problem is discovered to be equivalent to factorization Without such an advance, an attacker would have no chance today of breaking the code.
System Implementation and results
Energy Consumption Analysis of Cryptographic Algorithms using Mobile Device (Nokia 6680)
TABLE 1

	Sl.No
	Algorithms
	VR mv
	I(mA)=

VR/0.3Ω
	P=VI
	Loss
	Power 

	1
	During idle
	13.6
	45.333
	163.8
	13.6
	149.6

	2
	DES
	50
	166.667
	600
	50
	550

	3
	RSA
	55
	183.333
	660
	55
	605

	4
	Rabin
	37
	123.333
	444
	37
	407


V=3.6 V
Loss=P-(I*.3ohm)
Energy Consumption Chart of Cryptographic Algorithms using Mobile Device (Nokia 6680)
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Fig.3

Energy Consumption Analysis of Cryptographic 
Algorithms using JEME Mobile Emulator
TABLE II
	Algorithm(s)
	DES
	RSA
	ROBIN

	Time(ms)
	22
	30
	16


Fig.4
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Conclusions

In this work, we presented a framework for analysing the energy consumption of cryptographic algorithms. We examined several cryptographic algorithms from two main classes and asymmetric, symmetric and observed that: 

1. The energy consumption of a symmetric algorithm depends not only on the bulk data encryption/ decryption cost but also on the key set-up cost

2. Wide variations in energy consumption exist within the same family of cryptographic algorithms.
3. The level of security provided by a cryptographic algorithm can be traded off for energy savings by tuning parameters such as key size, number of rounds, etc.
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